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MANTRA

1. Mantra MIS100V2 Driver Setup Installation.
1. Start installation:

Right click on setup file and select “Run as administrator”.

-~

MName Date modified Type Size

£ MISL00V2Driver.exe 25-09-2018 %:26 PM Annolication 14,089 KB
Open |

% Run as administrator
Troubleshoot compatibility
[&f  Edit with Notepad++

2. Welcome Wizard:
§ Setup - MIS100V2Driver o @ [

Welcome to the MIS100V2Driver
Setup Wizard

This will install MIS 100V 2Driver version 1.0.0.0 on your
computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = ]l Cancel

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL



MANTRA

3. Destination Location

§ Setup - MISLOOV2Driver o] @ [

Ready to Install
Setup is now ready to beqin installing MIS 100V 2Driver on your computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:\Program Files\Mantra{MIS 100V 2\Driver

< Back ” Install ]| Cancel

4. Finish Driver Installation

-

§ Setup - MIS100V2Driver = @ | ==

Completing the MIS100V2Driver
Setup Wizard

Setup has finished installing MIS 100V 2Driver an your
computer.

Click Finish to exit Setup.
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2. Mantra MIS100V2 RD Service Installation.
1. Start installation:

» Right click on setup file and select “Run as administrator”.

Mame Date modified Type Size
3 MEHtrERDSENICdrIS.HE 4 M4 MO O AR P [ T COdAC W'D
Open

'E’i' Run as adrinistrator
Troubleshoot compatibility
7-Zip »
2. Welcome Wizard:

& Setup - Mantra Registered Device Service Production (=] S

Welcome to the Mantra
Registered Device Service
Production Setup Wizard

This will install Mantra Registered Device Service Production
wersion 1.0.0 on your computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

3. Destination Location:

£ Setup - Mantra IRIS Registered Device Service Pmdﬂnﬂ B X

Ready to Install

Setup is now ready to begin installing Mantra IRIS Registered Device Service
Production on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:'\Program Files\Mantra\RDServiceMIS 100 2

Start Menu folder:
(Default)

[ < Back ]| Install |[ Cancel ]
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4. Finish RD Service Installation:

f w
§ Setup - Mantra IRIS Registered Device Service Pmm - —
R e

Completing the Mantra IRIS
Registered Device Service
Production Setup Wizard

Setup has finished installing Mantra IRIS Registered Device
Service Production on your computer, The application may be
launched by selecting the installed shortouts.

Click Finish to exit Setup.

> After installation of RD Service, it can be found under Services form “Control Panel\All Control
Panel Items\Administrative Tools”.

File | Action View Help
ez |EEo=zHE > a0 n

2, Services (Local)

‘. Services (Local)

Mantra MIS100V2 AVDM MName Description Status Startup Type Log On As
%4 Mantra AVDM Mantra Aad... Started Automatic Local Syste...
e % Mantra MF5110 AVDM Mantra MFS... Started Automatic Local Syste...

#4 Mantra MISL00V2 AVDM Mantra MIS... Started Automatic Local Syste...

Restart the service
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[nhoveation that count

3. MIS100V2 Registered Device

> When RD Service will detect public device then it will convert it into registered device and user will be
notified again with success response by RD Service.

> After that you need to unplug and plug your device.

MANTRA AVDM

!

You have successfully converted device into aadhaar
registered device.
Kindhy unplug and plug your device again.

K

m

> if your device is not listed at Mantra Management Server than user will be notified with below message
so in this case you need to contact with our Servico Team at http://servico.mantratecapp.com Or

079-49068000 / 079- 69268000.

MANTRA AVDM

Emor; -215{Flease get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+91-79-45068000 )

Yer: 1.1

» Once registered MIS100V2 device will be plugged to the system, RD service will detect it automatically
and validate it on Mantra’s Management Server.
» Once validation competed then it will generate below popup for user information.

MANTRA AVDM

!

Framework is ready to use

Ver: 1.1 QK
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4. RD Service Test Application

1) HTTP : http://rdtest.aadhaardevice.com/
2) HTTPS : https://rdtest.aadhaardevice.com/ (Test https URL if your website is in https)

» By running RD Service Test application, user can detect all RD Services installed in their system.

* O @

&« c 23 rdtest.aadhaardevice.com

MAONTRAO Mantra RD Service Call

Innovation that counts

Custom SSL Certificate Domain Name Ex:(rd. myservice.com) [ After binding custom SSL certificate, add your domain name in hosts file (C:\Windows\System32\driversietc\hosts)

127.0.0.1 Ex: 127.0.0.1 rd.myservice.com ]

Select Option to Capture

AVDIA DataType Wadh Finger Count Face Count Iris Type
| (READY-11101)Secure Mantra Iris Authentication Vendor Device Manager ~ ‘I X - 1 - 0 ~ SELECT -
Timeout Pidver Env Client Key Iris Count Finger Type Face Type

10000 ~ 20 v PP ~ Enter texi 0 v FMR ~ SELECT v
PTimeout PGCount OTP

20000 ~ 2 v Enter text

» User can get Device Information which is connected to its system.

Q% O @

< c 25 rdtest.aadhaardevice.com

MANTRA Mantra RD Service Call

vatien

Custom SSL Certificate Domain Name Ex:(rd.myservice.com) [ After binding custom SSL certificate, add your domain name in hosts file (C:\Windows\System32\driversletcihosts)

127.0.01 Ex: 127.0.0.1 rd.myservice.com ]

Select Option to Capture

AVDM DataType Wadh Finger Count Face Count Iris Type

(READY-11101)Secure Mantra Iris Authentication Vendor Device Manager ~ X ~ 1 ~ 0 ~ SELECT ~
Timeout PidVer Env Client Key Iris Count Finger Type Face Type

10000 v 20 v PP v Enter text 0 v FMR v SELECT v
PTimsout PGCount oTP

20000 - 2 v Enter text

AVDM / Device Info Pid Options

<Pxml version="1.0"7>

<Devicelnfo dpld="MANTRA MSIPL" rdsld="MANTRA WIN.002" rdsVer="1.0.5" mi="MIS100v2"
mc="MIEGDCCAwCgAwIBAgIEAIMXwDANBgkghkiGIw0BAQsFADCBEEqMCgGATUEAXMhRFMgTUFOVFJBIFNPRIRFQOggSUSESUEg
UFZUIEXURCAzMVUwUwYDVQQzE0xCLTIwhyBTaGFwYXRalEhleGEgT3Bwh3Npd GUgR3VaYXJhdCBlaWdolENvdXJOIFMuRyBlaWdod2
F5IEF obWWVkYWJIhZ CAtMzgwMDYwMRIwEAY DVQQJEwIBSE1FREFCQUQxEDAOBgNVBAGTBOdVSKFSQVQxCzAJBgNVBASTAKIUMSU
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» By calling capture function of RD service, user can capture biometric data.

23 rditestaadhaardevice.com

a % o @

Certificate Domain Name Ex(r

[ After binding custom 5 5L certificate, add your domain name in hosts file (C:Windows\System33

Initialized Framework

\eteihosts) Ex: 127.0.0.1 rd myservice.com |

Mantra RD Service Call

Capture Reset

Select Option to Capture
AVOM DataType Wath Finger Count Face Count Iris Type

READY-11101)S2cure Mantra Iris Authentication Vendor Device Manager v x v 0 v v SELECT v
Timeout Pidver Eny Chent Key Iris Count Finger Type Facs Type

10000 v 20 v P v 1 v FMR v SELECT v
FTimeout PGCount otP

v 2 v
Pid Options

AR 32F LIZ0r0Ly SIrSeageT v;
iy DI

QUQXEDADBGNVEAGTEO:
THREMR4WHAYDVOQ

NFRI
ASTAKIUMEU
ud 3R

0yNDAZMDMwNDIOMjBaFw
XC:

NDAZMDexMDADMz
Ig¥ JKoZIhvehlA

Mantra Management Server
>

Management Server.

It is necessary that RD service installed in client machine must interact with Mantra’s

» For that, client machine must access the domain https://aadhaardevice.com and it’s all sub-

domains.

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL
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5. Proxy Setting

Proxy in Network (if proxy is required to connect internet)

» After installation of RD below Application — Config Mantra IRIS RDService shortcut will
be available on ‘desktop’ as well as in ‘All Programs’.

L3

u Acrobat Reader DC

g Config Mantra IRIS RDService
@ Default Programs

W Desktop Gadget Gallery

€ Google Chrome

= Internet Explorer

m

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL 10
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[nnovation that count

Enter Proxy Server Enter Proxy Port

Proxy Settings

Proxy Server Porxy Server Proxy Port Port]

Keep blank UserMame & Password if Proxy Authentication is not required

User Name Password

st proxy ||| save oy |

» Enter Username and Password if Proxy Authentication is required otherwise keep as
Blank.

' Configure Mantra RD Senvice:

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

Password

User Name

—

» On “OK” Message of Test Proxy, click on Save Proxy.

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL
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[nhoveation that count

. Configure Mantra RD'S-eg\'rice

Proxy Settings
Proxy Server 192.168.1.207

Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

@ Proxy Settings Save Successfully, Kindly Unplug and Plug Device.

» You need to “Unplug and Plug” device so RD Service will take that proxy setting to
communicate “Mantra Management Server”.

- .
() Local Ares Network (LAN) Settings —|iom

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| Use automatic configuration script

Address |

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-wup or VPN connections).

Address: | 192.188.1.99 Port: 808 Advanced

Bypass proxy server for local addresses

ok || cancel

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL 12
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6. Browser Configuration for RD Service

There is no any configuration require in Chrome or Firefox if web application
is running on HTTPS.

Below browser configuration for HTTP request only.

1) Chrome (For HTTP Request only)

If Web Application which is calling RD Service APl is running on HTTP then configure your
chrome browser as below.

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests’
chrome://flags/#block-insecure-private-network-requests

<« C ® Chrome | chromey//flags/#block-insecure-private-network-requests Q @2 % 0O 2

Block insecure private network requests.
Prevents non-secure contexts from making subresource requests to more-private IP

addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ - Default v
Mac, Windows, Linux, ChromeQS, Android, Fuchsia, Lacros Default
#block-insecure-private-network-requests Enabled

Disabled

Send Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. Failed preflights display warnings in DevTools without failing entire request. See ‘
also: https://developer.chrome.com/blog/private-network-access-preflight/ — Mac,

Windows, Linux, ChromeQS, Android, Fuchsia, Lacros

Default v ‘

#private-network-access-send-preflights

Respect the result of Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. These preflight requests must succeed in order for the request to proceed. See

Default v -

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL
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2) Firefox (For HTTP Request only)

Browse below URL to change value to TRUE for ‘network.websocket.allowlnsecureFromHTTPS’

about:config

L + 4 In @ ® =

<« c & &) Firefox  abouticenfig
Show only modified preferences

network.websocket.allowlnsecureFromHTTPS
network.websocket. a

t L]
allowlnsecureFromHTTPS rue s

3) Microsoft Edge (For HTTP Request only)

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests’

edge://flags/#block-insecure-private-network-requests

< O @ Edge | edgey/flags/#block-insecure-private-network-requests
Q, Search flags Reset all

® Block insecure private network requests.
Prevents non-secure contexts from making subresource requests to mere-private P "
Disabled v

Linux, Android

addresses. - Mac, Wind
#block-insecure-private-network-requests

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL
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[nhovation that count

4) Internet Explorer (For HTTP and HTTPS)

Sekecta 2one 1 view or e seunty setinge. O Dwede
b | Skt ron-encrypied form dots
Lo Macelargos T ) Oable
btemet  Localrranet Gentcted | Actess dats sources srees domaes & &
wles ) Dsable ) Prompt
Trusted stes — . e, C || Ute Popp Beder
This 200 Contang webanes hat you L s £ Prompt | .
it not 19 damage your computer or - Ao 029909 ¢/ (srieni betegen gonan £ sepaie 3
your fles. ) Duable i
You have websies n T 20ne. 9 fnable [
— |
Secunty level for s 2one o @
. e | | Userdats persisterce
Custom settngs. = . Ensdie i
+ To change Bhe settrgs, cick Custom level. ‘ Dkcatia " 0 | 'bm-\h'v:wwrmmm'-—awuno'n
e *Tokos effect after you restart your computer o akes effect afer you restart your compu
Reset custom setings
Erable Brotected Mode (Fequres restir tng Iternet Explorer) S Refer custom setengs == -
' 1 ) el Qo BT (medmetad) v| | Aot

| Qs

Qefoutt level '
—_—— e Click "OK™,
ETEETT T \\\c«:] (o] o) (o)

Click "OK”

Click on "Custom Level” and "Enable™ these options
—_— shown as per image and "Disable” smart screen filter as per this image

ownload.mantrstecapp.com/rd. O ~ @ C || & RD Service Client i
— s S— - —
Select Option to Capture Rt L
— File
Initialized Framework | intemet Options [2 [ = [f— A
L Finger Count | 1 HEam 0k,
Discover AVDM I e — . Saf
=== LR T = E e === You can add and remove websites from this zone. Al websitesin || 1ris Count | 0 =~
) this zone will use the zone's security settings. Add site to Start menu
Device Info Face Count | 0
Select a zone bo wiew or change security settings. 6. add Url shown in below images View downloads Ctrl+)
0 ﬁ. ’ ® Add this website to the zone: Manage add-ons
| https://d load, tratt 1 Add
Internet  Localintranet | Trusted sites | Restricted peidawnload-mantratecapp com Il—] ARlEE e
sites
PERSONAL IDEMTTY%I — 1 Websites: Go'to pinned sites
sites . Compatibility View settings
http:/f127.0.0.1 R 3 patibility g
Name: This zone contains websites that you | http:/fdownload mantratecapp.com Iﬂl Ing:|
trust not to damage your computer or po- —————— .| Internet options
Match Strategy:|| ® Ex; i your files, 5. htp:/focalhost et
You have websites in this zone, About Internet Explarer
Local Name: Security level for this zone me|
I E
DOB: I Require server verification (https:) for all sites in this zone I Dist]
ﬁ | Custom 7. if your site using only "http" insted of "https" o
) Custom settings. then you can uncheck this box =
-To change the settings, dick Custom level. 1 ®
DOB TVPE: select -To use the recommended settings, dick Default level. ayi| Exact
PERSONAL FULL AD Enable Protected Mode (requires restarting Internet Explarer)
Match Strateg [ customievel.. | [ Defatievel | Ilje:||| Select V| Local Match Value:||Select v
[ Reset all zones to default level ]
Address Valug)| Local Address:
. [oc J[ cond J[ wmy |
avdm/device info
v

MANTRA REGISTERED DEVICE SERVICE API - MIS100V2 MANUAL 15
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[nhovation that count

m

| General | security | Privacy | Content | Connections | Programs | Advanced
Settings

[ Enable Enhanced Protected Mode™ -

[¥] Enable Integrated Windows Authentication™

il port Unckeck this check box if

|| Enable SmartScreen Filter

T Enabie Stict P3P Vasdaton™ it is checked.

[ Send Do Mat Track requests to sites you visit in Internet E

% o Check all these check box

[¥] use TS 1.0 if it is unchecked

¥ use TS 1.1

[V] Use TLS 1.2

|¥] Warn about certificate address mismatch™

[] Waen if changing between secure and not secure mode

;J / Click "OK"

7] Warn f POST submital s recivected o8 zone thatdoesn ™ | ]
il - ] : / Restart "Internet
*Takeg effect after you restart your computer Explorer" browser and then
| Restore advanced sejfios | test again for capture finger
Reset [nternet Explorer settings

Resets Internet Explorer's settings to ther default
condition.

You should only use this if your browser is in an ug

7. Configure System Time Zone

F |y
- Date and Time & u
Date and Time | Additional Clocks | Internet Time
Date:
Friday, August 18, 2017
H
Time: N
3:19:22 PM i
@ Change date and time... i
L
Time zone I
I (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi I Il
[ Change time zone... ]
[
Daylight Saving Time is not observed by this time zone. i
L
Get more time zone information online
How do I set the clock and time zone? I
L
[ OK I [ Cancel ] | Apply |
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8. Device Registration on Management Server

To list device pre-production or production, send serial number of device to
servico@mantratec.com

079-49068000 or 079-69268000

9. Technical Support

Mantra Support Team
servico@mantratec.com
079-49068000 or 079-69268000

This information can be shared with your clients or end user for any kind of technical support.

10. Development Support

Mantra Support Team
devsupport@mantratec.com
This email id for Developer only regarding integration of RD Service in Windows or Android

Application.
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